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Abstract

In this paper, we present a linear attack strategy based on the Extended Kalman Filter (EKF) algo-
rithm. Within the framework of a single sensor network with nonlinear systems, the objective is to
attack the network system and degrade its performance by injecting false data into the inter-
cepted new information sequences during the data transmission process. This not only effectively
reduces the stability of the system but also efficiently avoids the risks detected by false data de-
tectors. Finally, utilizing the Extended Kalman Filter, the error covariance matrix of the remote es-
timator during the attack process is derived, demonstrating the degradation of system perfor-
mance reasonably through the evolution of the error covariance matrix.
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Figure 1. Linear attack strategy flowchart
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Figure 2. State estimation error
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