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Abstract

The traditional side channel template attack has been replaced by the side channel attack based
CEMEE

WEFIH: XIFH, EX% 3T Stacking RIS BT ). B EERERE, 2022, 11(12): 8769-8783.
DOI: 10.12677/aam.2022.1112924


http://www.hanspub.org/journal/aam
https://doi.org/10.12677/aam.2022.1112924
https://doi.org/10.12677/aam.2022.1112924
http://www.hanspub.org

XIBH, 8%

on the neural network. One reason is that the template attack assumes that the energy leakage is
subject to the multivariate Gaussian distribution, but this distribution is not suitable for some sit-
uations. Moreover, template attacks need to build a square matrix, which will lead to the problem
that the matrix is not full rank, that is, its irreversibility, and then affect the calculation. Another
reason is that it cannot effectively attack high-order defense. The current research on learning side
channel attack mainly focuses on modifying the structure of a single neural network model or us-
ing data enhancement to improve the attack effect. The model works through local search and of-
ten falls into a local optimal state. This paper proposes a new side channel attack method based on
Stacking. This method combines several primary models with different structures, and the per-
formance of the stacked new model is better than the primary model. Three experiments are car-
ried out to test this method. Experiment 1 and Experiment 2 are attacks on ASCAD v1 and ASCAD
v2 respectively. The results of the two experiments show that the number of attack curves re-
quired by the Stacking model when the first order success rate is 1 is at most 66.7% less than that
of the primary model. The attack effect proves the universality of the Stacking method. On the ba-
sis of the previous experiments, we further tested the effect of Stacking using the primary model
with the same structure, and its effect is equal to or even inferior to the primary model. Therefore,
the primary model should be more biased towards different structures in selection, so that each
model has a definite difference. The results of these experiments prove that Stacking’s final attack
effect by combining neural network models with different structures is obviously superior to the
primary model.
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Figure 1. Template attack process
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Figure 2. Multilayer perceptron structure
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Figure 3. Schematic diagram of a convolutional neural network suitable for side-channel attacks
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PRAN A, AN WA R B TR RE AR 0 B4 1 TG B AR BT (R 26 11, ASCAD vl B EH#EAE FIM), il
AL 60,000 s&AERHIZE, LA IZRE BL 2 h 50,000 %%, HididhZk oy 10,000 4%, AL 700
MR 2. ASCAD v2 i 35 EH 2 AN E (1), Hl LA 300,000 2k ReiE, HAriilZR’y 200,000 5%, #H2
BEML, ity 100,000, #EHNIE—%4H, %405 1400 404 M.

N 4 755 ASCAD v1, #i24 ASCAD v2 () NICV it 4T, MilthiglA 4 v LAE H, ASCAD HdaH)
MRS R AR, P DIz S Lo i

ASCAD v1itt & 4>t ASCAD v2itt 5 534
0.07 0.0065

— SBOXOUT

0.065 —_
0,006 SBOXOUT
0.06
5 0.0055
z >
0.055 8]
p-4
0.005
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0.0045
0.045
004 0.004
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Figure 4. NICV leakage analysis
4.NICV ittEa 4
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4.3. SKIESCHE

Stacking i B2 E 1% £ AT B W RAS B RN IR BT o FERI AR b T B R R B A B I &L
R PAZAE, HHB 2 WA — € MM ZE 0 o T IR G T AR SR 0 8 AN P AR A 2 4%
AL =R, B SER R E ASCAD v1 E IR AN A1) Stacking AR = AN A AL 2H &
LK) Stacking B, 55 4 S2I6 A ASCAD v2 _EIINR — NI AL Stacking 1578 AN = N4 g ki 7Y
ILEH A VIZRR Stacking B4, S2BG—FNS258 — 40 Hil7E ASCAD vl Fil ASCAD v2 £ di 4 EadkAT 7l
B = 20 SIS IO E A G R Y A FH A R 5 A AN [RI S5 A (R X3 o 526 it FH I AR 2R 5k FRLERAT 136 4% T MILP(B
JEREREER) . )N 0.001 AR BB SELU). VGG16 (2% ASCAD [6]3 & i H ) CNNpesr 5
JE THIFE R 1) CNN A — 2 X ) AR [16] 52 2 (1) 250 B 711 CNN FE MBI AR o T IR R FRA e 5 4
L ZAE M LR E5 R, FF Fasd A% R RIRBIE & 1S4

SIS IIR BT TS EAE R AT R 1 s RGO ALR B A B Pl a7 S X 25 R A R,
NP TOHCER BTt LB A2 256 IA5H, bR 256 A5 AR PR 7E 45 AN 4] R AL PO AU 23 %85 52 4 A o 00
LR ) K/ N 256 x 1, BT DA 22 AN 7Y 2% 5] B (A AIE e T IS i — 4k vl Bl 256 IR AL, EAK
PERGAE,  RRAE R AL BRI ) B NAZ S TR NAP AN IR PR AR\ i O 5 ol 2 R = A5 2R

Table 1. Secondary model hyperparameters
F 1 RBEREBSY

ZH w/MA RKME
K le—05 le—03
dropout 0 0.5
CDNCU 2D Toe s 512 1024
LR RMSprop adam

SR ASCAD vI HR AT I, 4 2 JRoR 1A BRI Bt IR -

Table 2. Attack effect of the model in ASCAD v1
52 2. #ARE ASCAD vl THEMR

TR A2 R ASCAD v1
T WihiRer s —MkIhE WhEREH CFhlIhER Bkl sk
CNN 0 600 1 700 1 400
VGG16 0 700 1 700 1 500
MLP 2.7 >1000 0.4 >1000 05 >1000
VGGL6-CNN 1y 0 200 1 300 1 200
Stacking
CNN-MLP [ Stacking 0 500 1 600 1 300
VGGL6-MLP ] 0 400 1 500 1 300
Stacking
CNN-VGG16-MLP 1] 0 200 1 400 1 200

Stacking
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XIPBH, FEk

M LR BT Stacking RS ZERG MG B4 O I, T 7g B B BRI 3R T = MR
TR . Stacking BB AHFLT-#) AR A (1) it 75 Bohs RE 25 B i 23 74 66.7%. 16.6%. 42.8%7F 66.7%. [F]
BEFE— [ BRThZE R B s 3Rk 3 1 B %, Stacking FEUFE —Bi B IDR AN [ lTh A 2] 1 BHE, 25
T 75 Bk B BT 24 BT AR 78 /b 7 350 A1 380 2%, AT LLK L VGG16-CNN [ Stacking & 16 b o i &%
SR, L DR T3 FH A S8 1 B0 SR A Sy i AN, TSR iy T MLP PRk A 22—
B, N MLP Bl SR AHEL T HAR P AN EE R K B A B R BE, W1 VGG16-MLP ) Stacking b
VGG16-CNN ff] Stacking ZE5E WG  — B D 2 F0 i e Dy 3 %68 82 F) i 5 ) Bl R b 450 | 229331l 22 200,
200 11100 %%, 31 33.3%. 1)K Stacking BLAY7E ASCAD v1 4 bR & T HAD W RAR AL 1)

3 SIS AR . Stacking BEAYTE ASCAD v2 Bt R wnsk 3 ik

Table 3. Attack effect of model under ASCAD v2
52 3. 1&8Y7E ASCAD v2 TIEHAR

R 4 F ASCAD v1
B Wkneb g —BYRRIhE BERREIEL W EIhER WEReil
CNN 1.5 >100 0.3 >100 0.6 >100
VGG16 0 80 1 80 1 70
MLP 2.2 >100 0.5 >100 0.7 >100
VGGI6-CNN H 0 40 1 50 1 50
Stacking
CNN-MLP f#] Stacking 0 70 1 70 1 60
VGGI16-MLP g 0 50 1 50 1 50
Stacking
CNN-VGG16-MLP f#) 0 50 1 50 1 20

Stacking

FH R 7 CNN A MLP #B¥RETE 100 2% LA YRS I B 9 O FI s 267t 1, AR 4 hid 4% ASCAD v1
1 22 56 P] N P P 2 (1 Stacking A5 [w] Bl FH 3K 7 S R0 R AL 1 0 SR S8R B T A A G,
VGG16-CNN [ Stacking 7EAG IS —B D 260 i sl D 28 b Jir 75 B e e £ 2253 7 Lk CNN-MLP 1)
Stacking /> 7 30. 20 #1110 %, H VGG16-MLP t737/> 1 20, 20 #1 10 %%. (HEEEKEZ, HE=1
WIZAR AL Stacking £ 7% T CNN-MLP {HAEBGH AR B SAZE T HoAth Stacking 142, R A 2 ZANA A
VIR R 2 LT RS PR, JF By K TR B 25 0], 45 B L 7E SR R 30 e /s A s fige ]
REMEE £ .

XFTsie—F ., VGG16 7£ ASCAD v2 F R Z4F T ASCAD v1, 1fii CNN #1/2 ASCAD vl F&%
RELFT ASCAD v2 b, JEER N EE A I 22 AN AR B AE B AR AN I 22 5. CNIN JIUR AR
A>T VGG16, 1 ASCADVL Hii A %L 24 700, ASCAD v2 4 1400, &RUZ M /D EM ok
VARSI A FARFAE R, T84 B I 252 BURHIEBU D I EORE 2 S BRI TG FRHIE 2
BRI AR . T BRI 2 SR DURFIE R 2 88, 2 SEGH /A AR ER: 208, FrbA S8 T
RO

P 5 9, Alicsd 12 ARG FE g 4, B EZERFIIGE /N T 4 52 vl LA Y . 7£ ASCAD vl
&, Stacking BLZYFE 100 2% LA R BE S Ih iy, T HA I SR 28/ J0EE 200 24 Rt th, MLP %
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FEH 500 4. M7E ASCAD V2 T, VGG16. CNN FI MLP 435155 50 4. 60 240 90 &3k HF%4H, =
Stacking BEAUY 75 10 46 A4 E AT LML 723880, 20080 7 80% M M AE b B, W ZH 5256 % HAEAN[H)
FE RS E AT SCRIER T Stacking 7712 I Rt A 58

ASCAD v1 ASCAD v2
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E # 40
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Figure 5. The number of attack curves required by the model when the entropy is guessed to be 4
5. {RBFEENIEA 4 B R 3

TEHE N ARSI — rp 32 BEOCTEAH R 45 44 B R 45 45 (1) Stacking Ms5CR, #dii4E H G ASCAD vi,
B RAGEILAL F AR [ ) G5 R AN [ 25 48 & R AFAE X ] 3 4 JoR TRRARCR

Table 4. Attack effect of the same primary model under ASCAD v1
& 4. HHEIMERIERTE ASCAD vl THEHHR

AT 4 FR ASCAD v1
5 D Ag Behie s —MIh®E  duhReils P shE BGhReild

CNN 0 600 1 700 1 400

VGG16 0 700 1 700 1 500
MLP 2.7 >1000 0.4 >1000 0.5 >1000
All-VGG16 [t Stacking 35 >1000 0.3 >1000 0.4 >1000

AII-CNN ffJ Stacking 0 600 1 800 1 500
AlI-MLP [t Stacking 4 >1000 0.3 >1000 0.4 >1000

7 4 RETLLE Y, WA S M R A 45/ 41 45 1) Stacking 78RR E 5 0] R 28 1 B A FR -
All-CNN ] Stacking 7EXilifahs b SHIZAR CNN A B AHIT, 1A Lo R H iR % T 9] g A A i
All-VGG16 ] Stacking F1 All-MLP ] Stacking #{7Ci:E 1000 45Kl REZE G Bl P AEAE M B A 04 — i A
T RThEAR R 1. S —AISEKG =45 R T Stacking SRR 3k L, AR S5 R BT A
[F L5 R, X WIERFA Stacking 5 B AL 2 (B — @ M2 Rk, X Fh 2z A R e LAY 45 44
ANTEI AL JFE R DX, T DA AN RIS R ] — #icdfs 2% 2] B B R R-IE . Stacking ARAE T2 BAN[R]
REAE SR 2R H RO B e (R ABE 7Y DA FH AR A B i 1 R

5. B4
AR S E SE A A 1 R AT A Ak P ey A A i v B B A R S RS SR sk, BEJR R T
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XIBH, 8%

BT 22 o 4 £ ) 55 30 ol e AT RO AR B ekt B i A [ i 38 1 e 22 X 4 B B A L Y 1) LA
B ARAE HETHUBUIR, $2H T EM Stacking REATHdMIHNEINA T EMIR NP TR, KPR T
ANFERIZAEA S Stacking B AR R h R AMSHIR RO b, SEIRHIRR I 1 Stacking JiiE A Roth i sy 14
RBGERE ). BE— XM RV AR Stacking FIBCRIGES , RILRCRE B A IR, il
FRSRIS RS T Stacking &M T 45 A AN FI IR RORIETH B MR RE,  TIANR A AR FRIRI A . 72
BRI FC, A BUH T PER AL R 30 B 4 1 R AR R 0 7

E&WH
PN BT RIBE BT H 5. 2021Z2YDO0011).
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